Abstract-Biometric authentication mechanisms are excellent alternatives to often inconvenient interaction authentication methods such as PIN numbers in mobile devices. This research introduces the new concept of using gait signature metrics for biometric authentication. This procedure verifies each subject using only acceleration. We first use a single wireless sensor device to collect data on subjects' gait patterns. By dividing each gait cycle into an Acceleration Phase and a Deceleration Phase, we derive seven periodic and characteristic gait signature metrics. Gait signature metrics can be classified as acceleration metrics, deceleration metrics, and ratio metric. Acceleration metrics represent a degree of dynamic activity when heel-strike actions and mid-stance actions occur, whereas deceleration metrics measure a degree of dynamic activity when mid-stance actions and successive heel-strike of other foot. The last metric, ratio metric, present the relationship between the acceleration metrics and the deceleration metrics. Using the gait signature metrics, we succeeded in differentiating each subject with 100% accuracy.
I. INTRODUCTION
The use of smartphones and portable mobile devices has substantially increased in the past decade and has made our life fast and convenient. For example, funds can be transferred through mobile devices and movie tickets can be purchased from theaters' websites. Most Internet services or mobile applications require private information such as credit card numbers, personal information, or PIN codes; this sensitive data should be protected carefully by trustworthy authentication systems. One of the most popular authentication methods for mobile devices is use of a password or a PIN code. When a user enters a valid password or PIN, the system allows the user to log into the device. To further enhance the security of the device, an auto-lock option is typically also used in conjunction with a password or PIN. This feature automatically locks the phone when it is not in use, which requires the user to enter a password each time the user wants to access the system. This mechanism requires continual interaction between the user and the system, and as such, can result in unnecessary inconvenience.
Various types of authentication have been studied using biometric characteristics such as the patterns of fingerprints, the iris, face, voice, and gait. One advantage of using biometric information as an authentication ticket is its ease-of-use; the user does not need to memorize numbers or patterns in order to access the system [1] . Gait authentication or recognition has an additional benefit beyond typical biometric authentication mechanisms. It is entirely unobtrusive, meaning that there is no active user interaction with the authentication system. Gait recognition extracts and analyzes gait patterns from users for authentication purposes. In addition to the advantages of being both easy-to-use and unobtrusive, unlike many other biometric signatures, the gait of another person is difficult to mimic [2] . As such, it would be very difficult for a malicious user to use the gait pattern of an authenticated user. Therefore, gait authentication is both more user-friendly and trustworthy than typical biometric authentication.
This paper introduces gait signature metrics which represent the characteristics of acceleration through the gait cycle. Since gait patterns measure the movement involved in walking, we measure 3-D accelerations with a single sensor to investigate the movement characteristics of personal gait patterns. The step is then divided into the energy generating phase and the center of weight shifting phase to find the typical patterns of each part in order to investigate the relationship between the two. This paper is organized as follows: Section 2 surveys related works on gait recognition. Section 3 illustrates the steps of metrics computation, and Section 4 discusses verifications of the gait signature metrics described. We show experimental results in Section 5, and the conclusion and future research topics follow in Section 6.
II. RELATED WORK
Over the past several decades, there has been an increased interest in gait recognition. The methods used in gait recognition can be categorized as one of three following methods: machine vision-based (MV), floor sensor-based (FS), and wearable sensor-based (WS).
Machine vision-based methods rely on cameras to gather visual gait data of subjects. The visual data is analyzed in various ways, allowing the applications of this method to extend beyond that of authentication. The main benefit to MV is the lack of sensors on or near the subject, which makes it the least noticeable. Floor sensor-based methods involve sensors placed either in mats to be placed on the floor or in the floor itself. While they are relatively unobtrusive, such systems require installation and are best suited for home or office access or in clinical settings. Wearable sensor-based methods rely on a motion sensor placed on the subject. The sensor typically measures at least one of the following: acceleration, rotation, or force. These methods vary based on sensor location 2 and authentication method. Typically, the sensor is placed near the center of gravity. This placement makes the system the least obtrusive and lends itself to mobile device authentication.
Commonly, an equal error rate (EER) is used to indicate performance or accuracy of a biometric system. Bours conducted a study of 60 subjects wearing a left hip-mounted sensor and was able to achieve the best EER out of the centerof-gravity placement studies: 0.016 [3, 4] . Work has also been done with sensor placement on the foot and arm. Gafurov completed a study of 30 subjects wearing a single sensor on the forearm and was able to achieve an EER of 0.10 [5] . While this result is favorable, Bours achieved a similar result with a less obtrusive sensor placement [3] .
In addition to the placement variation, these systems also differ on the authentication method used. Typically, a profile is generated for a particular subject and a comparison algorithm is used on incoming test data against the profile. The profile is typically based on a single gait cycle. This may be built using a simple average of training cycles or a histogram of the sensor information. Gafurov completed a study of 21 subjects wearing ankle mounted sensors using a histogram-based profile. The EER achieved was 0.05 [6] .
Once the profile is generated, incoming test data are compared to the profile by a distance algorithm, correlation or various other comparison methods. Gafurov conducted a study of 100 subjects wearing hip-mounted sensors using Euclidian distance as the final distance metric and achieved an EER of 0.13 [7] . However, Derawi conducted a similar study of 60 subjected with waist-mounted sensors using a new cyclic rotation distance metric, and was able to achieve an EER of 0.05 [8] .
III. GAIT SIGNATURE METRICS
The authentication algorithm uses gait signature metrics, which represent the dynamic gait patterns of each subject. As gait signature metrics represent the degree of dynamic activity, when a subject walks quickly, the gait signature metrics will increase. However, the metrics will decrease when a subject walks slowly.
Gait signature metrics are computed from raw acceleration data using a 3-axis MMA7361 accelerometer sensor inside a Shimmer device [9] . Shimmer is a small and lightweight sensor device for wearable wireless sensor applications. The collected acceleration data are then computed into rates of change for 3-axis accelerations, which amplify individual characteristics of gait signatures. Based on the rates of change of acceleration values, which is commonly referred to as jerk, we compute the threshold, the number of data samples per step to classify every gait cycle as either Acceleration Phase or Deceleration Phase. The Acceleration Phase (AP) includes the heel-strike action and toe-off action of at the beginning of each step, and the Deceleration Phase (DP) comprise decelerating actions after mid-stance actions. We then compute the standard deviations of each part and the ratio between the two. Finally, we obtain the gait signature metrics of every subject, which represent their gait cycle activity characteristics.
A. Shimmer
Shimmer is a wireless sensor platform for various types of wearable applications. It was originally developed for wearable healthcare sensing applications. Shimmer consists of a number of integrated and extended sensors, a central processing unit, wireless communication module, and storage devices. Shimmer has a low-power 8MHz MSP430 CPU, 10 KB RAM, and 48 KB Flash memories. It can collect and capture physiological or environmental data by interacting with different kinds of integrated or extended sensing gadgets. Usually a 3-axis MMA7361 accelerometer is integrated into Shimmer. Furthermore, Shimmer supports two types of wireless communication mechanisms: 802.15.4 Radio and Bluetooth.
Shimmer has three key features. First, it has very low power or low energy consumption. Second, its size is fairly small (53mm x 32mm x 15mm enclosure). Finally, its weight is only 15 grams. Due to these key features, it is widely used for wearable applications such as physical activity monitoring systems. In addition, Shimmer is applicable to a variety of areas such as healthcare, rehabilitation, remote patient monitoring and assistive technology, environmental sensing solutions, biomechanics and inertial measurement units [9] .
B. Data collection
There are two steps to collect raw acceleration data from accelerometer sensor in the Shimmer. In the first step, we initialize a number of variables related to accelerometer readings, set up the sensitivity of the accelerometer, and start reading the value of accelerometer. The Freescale MMA7361 accelerometer integrated into Shimmer provides us with a selectable sensitivity range from 1.5 g to 6 g. The TinyOS platform has a special component called AccelC and some related interfaces to read acceleration data from the sensor. Based on these hardware and software components, we are ready to capture the original value from the accelerometer sensor [10] .
Right after this initialization phase, the second step is performed. This step is related to the calibration of accelerometer value. In this step, we keep obtaining raw acceleration data from the sensor and send the collected data to the base station through the 802.15.4 Radio wireless communication mechanism.
C. Metrics Computation
In Shimmer, the x-axis represents a vertical direction, the yaxis represents a forward and a backward direction, and the zaxis a lateral one. Hence, we can capture these three axes to decompose the characteristics of body movements through the 3 gait cycle. We collected accelerometer sensor data with the Shimmer located on the lower back of the test subject. We then gathered nine seconds of data to collect 300 packets of triaxial acceleration information. Figs. 1 and 2 illustrate examples of acceleration patterns of the gait cycle. As can be seen, there are different acceleration values of the x-, y-and z-axes representing different features of the gait cycle. As presented in Figs. 1 and 2 , toe-off actions, shown as dotted arrows, accelerate the body forward, and heel-strike actions, shown as solid arrows, decelerate the body backwards [11] .
As shown in Fig. 1 , we recognize different patterns of each gait cycle. For example, subject 1 shows regular valley and peak patterns of vertical acceleration. However, subject 3 shows only a peak pattern of vertical acceleration. These typical acceleration patterns represent their own characteristics of gait patterns in terms of symmetry of gait. We collected raw data with a 30 ms sampling period. Usually, average durations of step are approximately 0.5 -0.6 seconds. As such, the 30 ms sample period generates data for 15 -18 steps. The collected data was then computed into jerk values, which are rates of change of 3-D acceleration values, and which amplify characteristics of gait patterns.
ACC t1 and ACC t2 are two consecutive collected accelerations, ACCt1 is a former acceleration value, and ACCt2 is a latter one of two values. By computing the jerk, we can easily identify the portion with rapid changes in acceleration, which is called the AP. Moreover, by computing the jerk, the gravity from the vertical acceleration is eliminated without additional filters or computations.
Jerk is then used to compute the threshold and the number of data samples per step. When we utilize 0.4 as a coefficient in Eq. 2, we could efficiently divide each step into an AP and a DP with an optimized threshold. Since the APs contain more important characteristics than the DPs, the number of data samples of the AP, which is the lengths of that phase, is determined greater than or equal to the half of the total number of data samples per step. For example, when 19 data samples constitute a step for a subject 1, then the duration of a step is 0.57 seconds because of the 30 ms sampling period. We then compute the length of AP as 10 samples of 19 samples with Eq. 3. A dynamically determined threshold for subject 1 is shown in Fig. 3 . Since standard deviation is known to be one of the best measurements to describe distribution characteristics such as acceleration distribution features, we choose the standard deviation of the AP and DP of 3-axis accelerations as gait signature metrics, even though the metrics ignore directional information of the corresponding part.
To extract the activity degree of both parts, every AP should contain both heel-strike and toe-off actions at the beginning of step, which can then be compared with a decelerating action of the deceleration phase. We first collect 300 data packets of the jerk values of the x-, y-and z-axes, divide them into two parts, and then calculate the standard deviation value for these parts. We then calculate the standard deviation using Eq. 4, where n is the number of samples; j i is the jerk of x-, y-, and z-axis at time i; and ̅ represents the average jerk of each axis over n samples, respectively. 
The dynamically-determined threshold and the number of data samples per step are used to categorize computed jerk data into AP and the DP.
Fig. 4. AP (solid arrows) and DP (dotted arrows).
We set up three different standard deviations of the AP: vertical jerk metric (AP V ), lateral jerk metric (AP L ), and anterior and posterior jerk metric (AP A ). In the same way, we calculate the other three different standard deviations of the DP: vertical jerk metric (DP V ), lateral jerk metric (DP L ), and anterior and posterior jerk metric (DP A ). These metrics then are computed into the ratio metric by dividing summation of acceleration metrics by summation of deceleration metrics into the ratio of metric (R AD ). Although the ratio metric R AD is not fully independent metrics from the rest of the metrics, according to the definition of ratio metric, the ratio metric may be good parameter to interpret gait patterns under different circumstances.
By these steps of computation, eventually we acquire seven gait signature metrics that contain characteristics of gait patterns for every subject. With these gait signature metrics, we will then differentiate each subject from the trained gait signature metrics for 10 subjects.
IV. GAIT AUTHENTICATION BY GAIT SIGNATURE METRICS
In this section, we present a detailed matching algorithm for gait signature metrics for a number of subjects. First, before finding the best matching signature from the trained set of gait signature metrics, we ensure that gait signature metrics show periodic patterns for the same subject. We then look at the characteristics of gait signature metrics for use as biometric signatures. At this step, a weighting scheme is used to verify the right subject among a number of subjects when multiple signatures are close to the test signature.
A. Periodicity
Since periodicity of gait signature metrics is one of the most important properties of authentication methods, we first compare gait signature metrics of two experiments on the same subject. We use two randomly chosen nine intervals of gait cycle data from each subject to ensure that gait signature metrics show periodic patterns for the same subject. As presented in Table II , generally, each subject has individual pattern of periodicity. However, there are two subjects, subject 7 and 8, who have gaps larger than 20 % of 2 metrics of the seven. The following figures are typical examples of perfectly matching and partly matching periodic metrics. In Figs 5 and 6, subject 1 shows consistent patterns in two different experiments. Subject 8 has a larger gap on AP A , AP of anterior, and R AD , ratio metrics, but since the remaining six metrics still show periodic patterns, we decide that the gait signature metrics show periodic patterns for the same subject in the same experimental environment. 
B. Characteristics
Next, we look at the characteristics of gait signature metrics as a biometric signature. We take the average values of experiments 1 and 2, shown in Table II , as standard gait signature metrics. We then compare the new test metrics and standard gait signature metrics in two ways. Since we measure only gait acceleration, even though we amplify the raw data by calculating rates of change in acceleration, the gait signature metrics can be only distributed in a narrow range, from -1G to 2.5G. In other words, by increasing the number of subjects, the probability that multiple signatures will be close to each other's signature increases as well. Therefore, we have to find appropriate weighting schemes that can efficiently verify the right subject among a number of subjects in a narrow distribution range.
To compute the seven gait signature distances, the first step is to save the gait signature metrics of 10 subjects. We then compute new gait signatures from the new experiments of 10 subjects. To compute the distance test metrics from standard metrics, we employ the Manhattan distance metric. The formula for the distance between the newly obtained gait signature metrics for the test of subject M t = (M 1t, M 2t … M 7t ) and the saved gait signature metrics of subject M s = (M 1s, M 2s … M 7s ) is:
Given the set of metrics of 10 subjects, the distance can be calculated in many ways. The most effective approach is to take the smallest gap that may lead to comparison with metrics that are very distant [12] . Finally, we normalize each distance D (t, s) by assigning a rank from 1 through 10. A subject that has the smallest value of summation of seven ranks is determined to be the same subject.
Moreover, we utilize another comparison method to give more weight to lower ranked metrics that have less possibility of identity. We normalize each distance D (t, s) by calculating the square of each rank from 1 2 through 10 2 . After this process, a subject that has the smallest value of summation of seven squares of ranks is determined to be the same subject as the test subject.
V. EXPERIMENT
In this section, we present the experimental results of verifying each subject by gait signature metrics. First, in order to extract the characteristics of each subject's gait cycle, we collected raw data from two experiments. We analyzed 300 packets of triaxial acceleration data with sampling period 30 ms to reduce the possibility of errors due to irregular patterns in the gait, and hence every input sample should be longer than nine seconds long. Each subject wore the Shimmer on subject's lower back with comfortable shoes such as running shoes or soft bottom shoes. Experiments were conducted on indoor carpet with subjects using a natural walking speed and walking in a straight line. In Table IV , given the set of metrics of the 10 subjects, the distances are calculated by a set of gait signature metrics of subject 1 through subject 10, shown in Table V . Eventually, we By using the proposed gait signature metrics, we differentiated 10 subjects with 100% accuracy. However, in several comparisons with the Rank algorithm, some rank values were relatively close to the right signature. To reduce the possibility of confusing subjects, we imposed more weight by assigning a rank 2 value instead of rank itself to subjects with lower ranks, depending on distance calculations. In Fig. 7 , rank square values of subject 5 to the 10 trained data are shown. The result of rank 2 comparison is seen in the Table VI . Although some groups still have similar values for the weighted values of gait signature metrics, e.g., subjects 1 & 2 and subjects 3 & 8, the Rank Square comparison algorithm increases the identification possibility of each subject. According to the results of the preliminary experimental study, the proposed gait signature metrics (AP V , AP L , AP A , DP V , DP L , DP A , and R AD ) can efficiently represent the characteristics of each subject's gait pattern.
VI. CONCLUSIONS AND FUTURE WORK
In this paper, we propose a new concept, gait signature metrics, with a single wireless sensor. The proposed gait signature metrics translate raw acceleration data of gait patterns into periodic and characteristic metrics. The experimental results support our assumption that each person may have a characteristic mobility pattern. Moreover, the results give us a strong conclusion that we can capture the characteristics of gait patterns with gait signature metrics. Hence, there is a definitive possibility to use gait signature metrics as a biometric signature. This research shows an improved accuracy of authentication with a wearable sensor-based method, and verifying each person with only acceleration with a compact algorithm is one of the contributions of this research.
To expand the application of this algorithm, we plan to extend the experimental study, e.g., various experimental conditions, to strengthen the conclusions of the preliminary study. We also expect that the ratio metric will be the key to extending applications of gait signature metrics to different walking speeds and surfaces.
